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L PURPOSE.  This circul ar establishes Indian Health Service (IHS)
policies, procedures, and responsibilities for the inplementation and
adm nistration of an Automated Information Systens (AI'S) Security
Program

2. BACKGROUND.  The Conputer Security Act of 1987 requires Federal agencies
to identify conputer systens that contain sensitive information, to
establish a plan for the security and privacy of these systems, and to
provi de conputer security awareness training. In addition, Federa
agencies nust conply with regulatory requirements such as:

A O fice of Managenent and Budget (OVB) Circular No. A-130,
Managenent of Federal Information Resources, as anended, which
requi res Federal agencies to inplenent and nmaintain an AlS
security program including the preparation of policies,
procedures, and standards. This programincludes four prinary
elements: applications security, personnel security, information
technol ogy installation security, and security awareness and
training;

B. OVB security bulletins which annually provide guidance to Federa
agencies regarding conputer security requirenments; e.g., OVB
Bul l etins 90-08, 91-10, and 92-05, provide instructions for
preparing system security plans and annual reporting;
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C. Departnent of Health and Human Services (DHHS) AI'S Security
Program Handbook, as anended, which provides security program
i npl ementation instructions to the agencies within the Departnent;

D. DHHS AI'S Security Training and Orientation Program (A-STOP)
Qui de, as amended, which was devel oped to ensure that all
enpl oyees receive appropriate conmputer security training;

E DHHS | nformation Resources Managenent (IRM) C RCULAR #l O which
establ i shed policies, procedures, and responsibilities for the
i npl ementation and admnistration of a Departnental security
program for AI'S, and

F. Public Health Service's (PHS) |RM Manual PART 6 - Autonated,
Information Systens Security, as anended.

A nore extensive listing of references is included in Section 8.

SCOPE. This circular applies to all INS, contractors (Public Law (P.L.)
93-638), state, and |ocal organizations performng IHS functions.

POLICY. The AIS Security Programwill ensure that each AIS has a | evel
of security that is cost-effective and is commensurate with the risk and
magni tude of harmthat could result fromthe [ oss, msuse, disclosure,

or nodification of the information contained in the system Each
systenmis level of security nust protect the integrity, confidentiality,
and availability of the information and is required to have:

A The appropriate technical, personnel, admnistrative,
envi ronmental , and tel econmuni cations saf eguards; and

B. A contingency or disaster recovery plan to provide continuity of
operation for Al'Ss which support critical agency functions.
PROCEDURES.

A The DHHS AI'S Security Program Handbook, as amended, contains
security procedures and instructions for IHS Area Ofices and
Headquarters (AQ HQ .

B. The DHHS A- STCP Cuide, as anended, contains procedural guidance
for inplenenting security awareness and training.



(9/10/93 ) |NDI AN HEALTH SERVI CE G ROULAR NO_93- 06

. CQuidance will be devel oped specific to the IHS on security
training and procedures for all Information Systens Security
Oficers (1SSCs) and end-users.

6. RESPONSIBILITIES.

A The Director, |HS, oversees the IHS AI'S Security Programand is
responsible for approving related directives.

B. The Associate Director, Ofice of Information Resources
Management, is the Designated Approving Authority for the AIS
Security Programand is responsible for:

(1) Managi ng the programin accordance with statutory and
regul atory requirenents; and

(2) Appoi nting the IHS, Headquarters East (HQE) and Headquarters
Vst (HQN | SSCs.

. The ITHS 1SSO is responsible for the devel opment and inpl ementation
of the AIS Security Programto protect the Agency's Al'S resources
and will:

(1) Promot e and coordi nate Agency-w de AI'S Security Program
activities to ensure consistency, cost-effectiveness, and
conpr ehensi veness;

(2) Act as liaison to other Agencies regarding Al'S security
functions;

(3) Monitor Area Ofice activities by:

a. Revi ewi ng annual Area Ofice security plans for
conmpliance with IHS and Federal regulations;

b. Revi ewi ng security status reports; and

. Eval uating safeguards used to protect major AlSs.

(4) Conduct IRMreviews of the Area Ofices and Headquarters to
ensure conformance with IHS and Federal AlI'S security
policies; and

(5) Provide security guidance, training and assistance to the
Area O fice and Headquarters | SSCs.

D. Area Directors are responsible for inplenmenting the AIS Security
Program and shal | appoint Area Ofice (AO ISSCs to assist in the
coordination and inplenentation of the program No |SSO shall
have duties which create a conflict of interest.
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The AQYHOE/ HQW I SSCs wi || i npl ement securil_tlsy policies, procedures,

standards, and guidance consistent with |

requirenents.

Responsi bilities ~ include:

(1)

| npl ement a programto incorporate appropriate .
admnistrative, physical, and technical safeguards into all
new applications and into significant nmodifications to
existing applications as required by OMB Circular A-130,
Appendi x” 111, as amended;

InPI ement and maintain Conputer Systems Security Plans to
fBu| || yt comply with the Conputer Security Act of 1987 and OMB
ulletins;

Submt annual AI'S Security Plan to the IHS ISSO for review
and conment;

Review and validate Agency Procurenment Requests for the

inclusion of all AI'S security requirenents and saf eguards

ﬁ/gr current OVB A-130 and Federal Information Resources
nagenent Regul ations (FIRMR) Chapter 201;

Fulfill security awareness and risk managenent training
needs per the Computer Security Act of 1987, National
Institutes for Science and Technol ogy (NI ST) Special Pub
500-172, and DHHS AI'S Security Program Handbook Chapter
VI, as anmended;

Ve.rif%.vmjth their Personnel Office that AI'S personnel have
suitability per the current Federal Personnel Mnual (FPM
Chapter 731 and DHHS Instruction 731-1, Personnel Security
and Suitability Policy and Technical Guidance;

Certify, with recertification every three years, the
observation/inclusion of security safeguards for sensitive
systems, and accredit sane, per anended OMB Circul ar A-130,

ApH?endix I'1l, Federal Information Processing Standards

éh PS) Pub. 102; and DHHS AI'S Security Program Handbook
apter 1X, as amended; and

Ensure 'that personnel assi g[;ned major information system
responsibilities are roper_g trained per NIST Special Pub
500-172 and DHHS A-STOP Cuide, as amended.
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7. DEFIN TIONS

A AI'S An electronically based system for the organized collection,
processing, transmsSion, and “dissemnation of “information in
?ggfrdance with defined procedures. (Reference: OMB Circular A

B. Accreditation.  The authorization and approval, granted to an AI'S
systemor network to process sensitive data in an operationa
environnent and made on the basis of a certification by designated
technical personnel of the extent to which design and
i npl enentation of the system neet pre-specified technica
requirenents for achieving adequate data security. (Reference:
FIPS Pub 102).

C. Certification. A technical evaluation made as part of, and in
support of, the accreditation process, that establishes the extent
to which a particular conputer systemor network design and
| npl enentation meet a pre-specified set of security requirenents.
(Reference: FIPS Pub 102)

D. Conputer security, The quality exhibited by a conputer system
that embodies its protection against internal failures, human
errors, attacks, and natural catastrophes that mght cause
| nproper  disclosure, nodification, destruction, or denial of
service. (Reference: FIPS Pub 102).

E Cb%Puter system security plan. A docunent describing the security
and privacy requirenments of a &lven system and the agency's plan
to meet these requirements. (Reference: OVB Bulletin No. 90-08).

F. Desi gnat ed roving Authority (DAA). The Oficial who has the
authority to decide on accept|n? the security safeguards
prescribed for an AIS or that official who may be responsible for
Issuing an accreditation statement that records the decision to
accept those safeguards

G |HS 1SS0 The Agency representative responsible to the DAA for
the policy, planning, coordination, and overall guidance of the
IHS AI'S Security Program
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TSSO (Area Office and Headquarters). The person responsible for
ensuring that security is ﬁrov;ded for and inplemented throughout
the life cycle of an AIS this includes: initial concept, planning,
desi gn, devel opment, operation, naintenance, and secure di sposal

Myjor information system An information systemthat requires
speci al continuing nana?enent attention because of its inportance
to an agency mssron; its high devel opment, operating, or _
mai ntenance ~costs; or its significant inpact on the admnistration
of agency prggéans, finances, property, or other resources.

(Ref erence: A-130).

Sensitive information. Any information the |oss, nisuse, or

unaut hori zed nodification of which could adversely affect the

national interest or the conduct of Federal programs, or the

Bh|vac to which individuals are entitled under the.Prlvaiy_A@t.
HS AI'S Security Program Handbook Chapter |1 provides additiona

gui dance on how fo determne the appropriate security levels for

igg%;t|ve information. (Reference: Conputer Security Act of
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9. SUPERSESSI ON.
None.
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